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(54) DATA CONTROL SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To obtain a low cost system 
which can safely perform data control through the use of 
electronic watermark technology by controlling data 
according to a control rule, having a token or control 
flag defined in advance. 

SOLUTION: In a step 800, it is checked from distributed 
data whether or not there is a control flag(CF) embedded 
by using electronic watermark technology. When no CF is 
detected, unrestricted control, e.g., duplication, 
video- recording, reproduction, etc., are performed. 
When a CF is detected, it is determined in a next step 
820 whether or not there is an added token. When the 
result of the step 820 is NO, data control is inhibited. 
Namely, no duplication, video-recording, reproduction, 
etc., is done and the process is ended as it is. When 
the result of the step 820 is YES, the data control 
(duplication, video- recording, reproduction, etc.), by 
the control rule having a token or CF defined in advance 
is performed. 
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(57) [KM] 

[mi «^a^ba*srfflv^r, mm=>* btm< , 

^SrHuie^— ^ ^WJn LTi£{f U Bdm $ titer*— ? fa 
«*t5o 7*~*<0fi!»»B#fc, J— *^0>aE3E* 





1 

[4#l*Ffit*^«Sffl] 

[1***1] r-?li^f^tjbot, mi/^TJ* 
a<t, 

Bu IS h - ^ V Sr fltjfE^- * iPf 6 #a t , 

mm • ^ ^ irt^m £ h/c^, tuis^ — 

Buffi h — ^ v^L< fiHuffi^^ hn- ■ yyJfcD^ib 

[»**2] mmr*-? common o^mK zbiz-m 

tf, if**iHe^^^^^o 
[»**3] mmmmK s^fM», 

^^i&m-rs^a^ 

Buffi h — ^>^L< fiSulE^^ hn— • 7 5W«) 

/w- ^^^^r^to-r^^a^, 
ys-r^ai:, 

&fT ?^a£, 
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^i-^a^:, 

BulS h — ^ L < f*mfffi=» >- h n — • :7 ^ /coffc 

«rfT5*a*, 

77/t, tawi-s^at, 

Baffin V Fnwv - :7 9^tfM*ffl£;h/fc*£\ BuISt^— 
mm b — ? V5g L < ttmfffia ^Fn • ^ 5 if<0^ 

20 5 F-^Mgftfcot, 0ESK^ % 

tuts h - $ v & HtrffiT*- ^ i-^n-r 5 ^a t , 
tf#ai, 

fl^rfa'7 ^ '--^^rt«srfflv^xfpfi^"rs*ai:. 

mils h - ^ ^ Sr WIEt* - ^ ^# Jp-T 5 ^a , 

w-ra^a^, 

mm^ v . ituis^— 
40 ^t^anstuyt h-^^^Sc^fci~^a^, 

*6Ei-s*ai, 

50 9mM(0^^7-l* Q 



(3) 



1-164132 



[fl»#*i i] iWfBh-^Srffcsrs^a* *5<twm 

[Bt*Bi 3] f-^IIigt^ot, BESS**, 
/u- :7 5^«:*tU"*-S*ai:. 

fifties- *a»e>, h-^^m&i-s^a^ 

b< ttg(rlE=^ Ma— • 7 7tf<D^!bfe3k£tli£fflffl 
fc # t¥ftt, 

fiffisf*— ^>&»6>, h-^s-ffr&i-^a^ 

6^a£, 

b< fimTE^^ hn-/u . yym^itofem&ntimffl 
b< teitufE^ Ma— /!✓ - 7 y sfcD^sbTZmZfrfcmffl 



or, tt»s^ s > 

10 itufEx-^'b, h — ^SrffrSi-S^ai:. 
6^a<h, 

b< ttmfBB=»^ hn-^ • ^ ^ ^(D^tb^m^titcM^ 

3 7Ir^»*£l 6 ofa^^fE^SBo 
20 1 8 ] y*—?fflWt:ft 5 h — ^ >-£ffr£ 

nV'hn— • 7 5^** 7*— ^ffifci&tN^at, 

ir^ nyhn-;l/.77^> Eft t5f-? i-S^^ 
HUBS h — ? ^(Dtfm $ tL/c ftufSy^ — ^ ^rgdff 5 ^ ^ 

40 

wim h — ? >m b < ttmrlH -/w - yym^ib 

CBS#«2 l] WISx — ^©ftfJWSrfTS^^iy^^ S 
50 fetciKrgE I — ^ ^SrSEH. USSftffc, ^b< ttBiJBfei"S^ 




5 

ituie h - * v & fltrffiT*- * i-f«t ^ mm t , 

Sir, 
T x 

at. 

ffirfaJttt^— S:Lfc»^, BuIE-t^^a- • ^>T^y<o 
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*Wt, 9<Dm'0%'fr?^ b^^T. ^ha>-;w 
Sot, huIEt*— ^^SWSrfT^^at, 

Sot, BfrlE7 :f -*^*J»S:fi : 5^at, 

— ^ L<tt\ HUBS b — ^ vSr^^S^a 
Sr^-£p> ft*® 2 7 75^2 S<DftthMz.t?ML(Di/*"r 

30 ^ 0 

[Bt*S3 1] fiJIB^«B^?>^A^i&s, »4feWa*L< 
tt^-— 1fA^1t*"e*>S. »#*2 7 71/^2 8<Z>{Br*tJ&> 

[0 0 0 1 ] 

— 9<DM'i®&fto ^b&jft-t^^ hv~-/i- - y=7?\ *5 
[0 0 0 2] 

•T^*? (DVD) . ts/hhy^iy^^ (ST 
B:Set Top Box) , ^r— ^^l^tr (Cable TV), ^ ^ 

50 ^>-^^«». «M£*i5fc*«S (^tr-) ^Pp^S(-M 




7 

tt^^Ji*^tuT^^v\ 7*i?9A> •t*— 7=-^ 
So *5SMT?f*. 1 ^rff-f- (onetime cop 

T, rixb^K* UfVT) fcja^fc^^JfcfcW* 

6-4026 #^7^^y-^rF^rtt#^^^ 

~-KirbT\ iiSJ-£*&b*i^~Kl id— ^fRittcoaEUlr 
f ^fro/c^- K2?r«L, if ^Sr^i"^**, =»— K 
1 £=i-K2«:effBU »JhS:*i-t#tt, =-K2© 

^£&^p^£ht^£ 0 ba>b*a s ^ r^j;? 

&7J&T^ 3— Kl Sr«#LT*5V^«d^SWIBi- 

[0 0 0 3] m^Liis #BH¥ 6-309239 "Cf3\ 7 
7 frlfi^ t° — ^^bTV^/^C-^C k %17F-~$~7 7/77^ A' 

yr4>w=* tf— «{ctt^5^^r^^S:H>JI»i-S. l 
0^)^^ fc°-£l^i-£;&ft£Pja^bTV^ 0 b*>b# 

^ 9 ^<d^— s-^ffSE* #»^i-*«*it * *uw br b 

[0004] ^5Kco^£^, m*m^-9mm%?T? 

V\ ±{£St& (upper compatible) *fcfiTffiSlfe (do 
wnward compatible) ff bW^'— 9ffl'M &ff 0 Jjfe 

[0 0 0 5] fritWfc^ttWfc, #^*ftMt«»<*>& 

^SWfcLT, m^iS^b&W ($*<-9—*? — 9BL 
flf : Watermarking) dSfcSo HrPS^ b&flfi: f* . "7*— 

#>g-tkz*>\^ v&%-ikkm%y. k*omm&um-rz> 
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9*\z.mtbi&&lz.hfcV, Z<Dm&C07'-9%mi¥'tZ> 
£ k \c X 9 grffi«*SrS»iitf*jSfeS:«S^&"e&So 

10 [0 0 0 6] l^L^^W^lO^tt, * 

"C«fti-et*^J:5^JPX (T-93m) bTflM*4rS 

*Pi&5/jrv\ fzkx-li, 640 x 480 PJ^^^oiHiti-^— 
^£rS£>i£A/-C*> 640x 480 H5R^fi3Et? v \ * 

20 v^fcldfcSo *fc*#ft4*«*>ioi:b-C, Sftii* 
[0 0 0 7] ^^miFS^LSW^fflV^^:, 7*— ^*J» 

ir&oi^jsrJWT^-r 0 ^*57=-^^iam7cT^^ 

(1) l^Lgi^ffl^t^yfyy^i^^ 

^f^yhn-^- (Control flag: CF) % 

(2) «Hi*3«fcU5|?^fi{-*5^ N T, mrfE^^7"^^i- 

^llj^lh^^i~CF^^ai^n^#^^, »ffi=>tr— i 
40 ¥U»fU S^Sr^ifc^S) 

(3) 1 |Hlo*«ii5^**^CFdSfttHSixfc«'&tt, 

^^»HSttfc3^x^^S:S^b^ Stfc^^ilJ^rl^^ 

f5^7 5/7 P 0 
[0 0 0 8] (1) &£Xf (2) C0^7"^^(-0 

Vmfi-^ yf^7l:c F ^rffi^i^tf- k \z X 9HStS 

rfcdS"t?*5o (3) (Z)7f5'7 P (-OV^t, (1) > 

50 (2) ^^^^^ p ^s]1^mT'S^-bs^#^fflv^TS : s^ 




9 

^£b£ Q »IBS«ttiiS\ K^~if ^Wbrv^ 

EIUc, ^Srf+Jn-TS, IT-S^Ll^ 

[0 0 0 9] W^tf^ftfcjfcSIiiflfcT*— ^dSMPEGJBE 
«S*tfciii«7*-^t?fcS»^. CF<^tftaiSrtT5fc«> 

I-frame C0*i:*Sfc*, MP E G(^«;&SfTtaft;fc 
ffi«?>aA/f£1S«^«l©7U— A (BfcP) i-^ 

[0010] 

b«fc 5 «^a^US«Srfflv^T. «Jg=i 

[ooi i] *^sa^»stt, «ipaa>bftw«:;BVN 

[0 0 12] 4fcgiJ<Z>HIJBti:, if^otf 3f^$ 
[0 0 13] *fcB'J<z>BIJBte, t£*3Ktffi:tt:t»Ur, = 

[0 0 14] *fcJ3'J<Z>RIBte, tfcSfc&ffiKSSttST*— * 

JrmRXfZ <D is* T A Srl&fft-*- £ n £ T*fc 5 o 
[0015] 

^-j-a^ ha— ylx . ;7 7^Sr, 7^—*l-*t — 
SnfclfflBh-^SR^U fiMBh- ^3gb< 



(6) 1-16 4 13 2 

10 

-#<Dum*fto, ^—tfgm mmrnm, n^m, 

[0 0 16] 

fcJ:v\, *<7>ftfc, mii h — ^ ^S:g*5««:fl3v*T« 
20 «ffr*bTfc ±V\, ^Lt^7^/7 3 0t\ CFM 

[0 0 17] ^*JIWo®3a^8R*tSria8{^ 

b\ ) t> L-X-r 2 0<Z)3lS*dSNOt?*>*tfi, t^— 

(T)^*^^ YEST fcttfi . h — ^ L < filf 8S = ^ h 
n— /w- ^ y sf(D^tbj£m £ nt-m^J^—J^ J: 6 7= — 

^iu^ x&n±m) dsfTt>*ts e 

5o ^^*f^fc«, SMliI***JISi-Sfe«)(^ h 




11 

[0 0 18] Jfc*5^ hn— ;v - 7 =7 ?}i h — P^V 
[0 0 19] 

(*«fW«U £««0», h-^^*S:* 

^10 0(t ^ik&ffl^M (CPU) lt**V4 

mmmmmmt ir^- k^^^kh 3 (* 

fcfciMO, CD-ROM2 3. D V D 3 2 ^COfBtf 

mmmw) 1 1 2 s^Ltgiit 

M028, CD-ROM23. DVD 3 1 ^CQBStS^tf 

mmmm) tscs i =ivm3— 72 7&^u-cg^L 

So 

[0 0 2 0] 7P^t°-fV^^gf2 0^ 713s/ 

t°— T^^PftW A£*t, :©7n^ ^> ^^^^ 

^-KfV^^IlU (^f:(iMO, CD-ROM, 
DVD^0>8BlfcfflEflO . ROM14Ctt, t^U-f^ 

SrHJfi-rS^fe^^^fa. — ^ • T7"i3^7A<£>=i — 

[0 0 2 1] isXTJ* 1 0 0 teSEM, If • >^^ — 
7x^-/^K9xT^ii, AyjSri"6fc«>©jK-f 
^T^lsf • "r^J * (^^ ^3>f^7^i/?*) 

/<7 Wl^/K— h 1 6 £r;fr LT7°!i ?rMt^ ^ £ 
y 7/^- M 5 S:^ LT^fiH SrSftt 5 r i: 

1 S^o^^^^^fc^iimT^^^ 1 8 (>T— 

TfeSo *mWT^ 7n^t'-7^^¥«i:J: 
5 * (DSUS&ft 5 <HU^ IBff 7 s r — * «: V y T /v-stf — 
h 1 SSs.fc^^iNSfettiiffT^^ 1 8^£Vm%: 

ww~K- M6(^ iSPHi^S«ttia»S:SaBcL.T, * 
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[0 0 2 2] ^ tT— # 2 3 W\ ^ • ^yho- 

72 1iaotD/A (^^/V/T^n^jft) 

tt, W^n7ty24^&g«Lfcf^i*tA/D 

10 [0 0 2 3] r<£>J:51^ #«W£>7*— ^$iJffiii/^7"A 
10 011 j3tf%<D/<— V^/V3^t°rL— ^ (PC) ^7 
-^r^ay, y — F7^^ PC, — A h ^/ 7° P 
c. ^yM7^ = yifa^, rj^t 0 ^ — ^^rt^b 

mis, fax, ut^nsg, phs. m^m. 

20 i\, 

[0 0 2 4] h-^ Vf^&t^^— ^ffilJftlSrfTP, DV 

0 0ODVD3 15B=L< HDVD3 2*^«Bg8RL*:« 
£•£[11 2 rt/g bfc4&#£rEI 3 ^1~ 0 ^ftttMDV 
D-R K7-f^4 Ofc^^iiDVD-R K7^^5 
OtS, IDE (ATAP I : ATA Packet Interface) 
y^-7x^CJ;l9V77A10O«l$W 

30 [0 0 2 5] H!4i^*3V^T, 7* 2 1 0fiK7^^ 

H1BS2 l 2 i-K^^^/r^-^ 2 l 4(cJ: DEllteU ^ 

^7^210 ^f-fe^^tt^T 2 —^^^-^ hx^hy 

^/i..^ K2 l 6tc:J:t9^®^H6o 4feK7-f^ 
[ElSg2 1 2^DVDSJ«7p ix^ 2 1 8^^C0fg^T-i& 
f^-TSo ^7 P b^U^ hy^/U-^ 5/ K2 1 

2 0^iH^nS o I^7n 7^2 2 OlUf-^OT^a 1/ 

40 7p^2 1 S^V^^^i-fE^^tuyc^—^T 1 — ^ 

Sg2 1 2Sr»JW-rSfe«)^1^— ^EI8S2 1 8BS:^ 
V^So *fcDVD6Wn 2 1 8 te«-5§-BcEtEI& 2 

1 8A^^tV^6o 

[0 0 2 6] 7^ 2 2 0 T^^^^n/ciT 2 — ^ 

772 20A, MPU2 2 0BOT^2 2 0C(a 

s^^ 2 3 0— aiff^nSo 7 f -?»]»^Ps'^2 
50 3 0m tfl^LSfta^, CFt*#<£>fI#>j£ 
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cFitaoteiti, v—v >-iz.£z>^-?®m. Rub— 

[0 0 2 7] ia«t"S*'&tt, f-^fiATAP My 

^n^2 2o, udv vM'm y& v# <om\^ io 

• K2 1 6ttiSft^y Kt Ltifft5 0 fc*3 
JtlEDVD-R^— ^faJ^v-^-M*, -r — PKMisx 
1 O O t<Z)Sil^ t^T*fe^)^\ WODVD 
DVD-Rillt^Sls 

[0028] 0 5 M 1 ^TfRl^ 5/ V^l M%t%mm 
* /HB « K« d *3 5 «S!ffJ« ^ ^ ^ <£> *lfc09 £ ^ 

5^fflHW"rs^ttf« <«*.rf, aasrffiFi-ia*, S£ 

(om&mmmm, n^m^<Dmwtmm\^xh^\ ) 

[0029] m 5 coMMMXte, ^yf^ianitT* 
<Z> 3 £ pjfg £ i" 5 n t ?T/TtC F SrB^aa* L&fif 

[0 0 3 0] JzO^lWfcWKMaiV^^ASrRW-rSo 

Bi»«, — j»65t-*P?>*t5 "CWIx.fi, MD5^CR 
C (Cyclic RedundancyCheck)ftif3&SfiEffl-e*-5 0 b— ^ 
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[0 0 3 1] l^fa^*yi/~M%t<Dtt&b%:&mt&'r — 
«— 8 1^ Muffin? 8 x n^httffl^J) ^SBflWS 

—ffltmz.Tm<Dm\z-mm>£nz>o h-H (m) 

e>*t*:i:#, H (M) =H (M' ) £rrS/c-TM' £ILo 
if & bdmMx&& ^ to r<z>m£**»JJBL"t\ -7"- 

H;=H ( I % h 1 " 1 ) ( I°=k) 

19, M*«r I 1 , I 2 ... I n ^ i #fe*"t?<Z>^5/^aflS 
^ffl^t?-^^ b/c 0 r ^ T\ I H2HHt-7^-^ • 

^ttT% Ptl^STO/N^i/afi (h w ) & 
•^n^^co^: (n) »tj»9 3g**tT, ^^^a-flSSr 

[0032] b— ^^6of^riJ^*3v^, 

[aotl^tlfcCF^, .—(Hi 3 prtB^^^T- 

[0 0 3 3] f^^ScLfch — ^^ti, ^f!x.tfMP EG7t 
y Y<Oiy—^r 77 •s^ytf (Sequence header) ^ 
fcSltSS^— ?(D^— If • -7="^ (UD : User Data) 

[0 0 3 4] {ffl-Cfi, i^isfiaot 

L^^^t^ v^iiE^^a^-r^o 



(9) 
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^ . ^P7^>3 ^ • i/Jf'j'A' (Analog protection si 
gnal) ^CGMS-Af-^Mll$ii:S^ti:J:o 

te, ^ ^^*fbrfr*5o #>5vm*, nHfeco^h 10 

5o ^ W^to^^^yte:, = "C?ft>o-Ctt* 
[0 0 3 5] HI 6 v^^/UBflfcEff {-fettS^KWJ 

Set Top Box 
Broadcasting > MPEG decoder 



5^EE-t"5o CF^ ri[Hj=i pjj -eftv^(^h — 
yffl^tot, fc5**tJ«:f+#U *W<^fT««F^b 

[0 0 3 6] fti:«W^ffiilt, STBrtT% ffi 

^/^rr^-^^^^l^oS^^JftJ^^T^>^&ir LT Macrovison 

LtV>fc 0 L^v^/Wf -^ffi^^co £ £DV 
D-RAM^CO T^i^^/U recorder JiIfEfi-?"5 r £ £rSTBF*9 
"C^SiJlWJW-t-S^jfettiSl^ofco J^Ti- Macrovison 

[0 0 3 7] 



> 



VTR 



Macrovison 



[0038] mm.m&m<D^mTi?$ ^mm^\t^x%L 

T7^£\ 2bit CO Copy Control Information (CCI) £ ^ 



^ L, MPEG-2 stream CO User Data Area [CAfribtlfc h 

— (token) £1&art*5 9 dvd-ram^cd^ 

[0 0 3 9] 



DTO-RAM^CD^v^i/ Recorder 



MPEG-2 === 
w/TOKEN 



===> 



==> chip ====> DVD-RAM ===> 
Diskffii 

CCI *fcffl 
TOKEN ttttt/WK 



=>MPEG-2/S£B« 



[0040] rrts^, i^^/c Lo^^^ov^r. cci/token 
cci&t^ h-^ y©iB*^^«l:5S!!M»^»^ 

[0 0 4 1] • Sii*^*^ 50 



COPYlf pT 



(1,1) 

(0,0) 



NO COPY 
COPY OK 
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(1,0) + TOKEN COPY OK (#i&NFT0KEN8fe«S) 
(1,0) NO COPY 

(-, -) COPY OK 

[0 0 4 2] • m^fc l^COm^ (DVD-RAM^ b COWt^) 
CCI/TOKEN COPYfFRT 



(1,1) 
(0, 0) 



NO PLAY 
PLAY 
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* (1,0) + TOKEN NO PLAY 
(1,0) PLAY 
(-, -) PLAY 

[0 04 3] ±IB X 9 , SKffF^rSrSTB^f -eff ^5 £ 

5i~5f-te, cci(i,o) + TOKENSrimfiftv^ t&ftfr 

[0 04 4] 



Broadcasting 



Set Top Box 

-> wmmmmw 

A 



Recorder 
(MPEG-2) 
-) DVD-RAM 



I 



KmmcD'ri?? ^ Recorder^, S^S£>U£tH chip^ 
[0 0 4 6] 



-) NO COPY 



[0 0 4 5] MX.&\ 7 =? v ? ^/^i||^*3V^TTIl]^ J: 9 
i^Wfflfl-eccKl, 0)&Tfi ^£^&fWT*3V^*:MP 
EG-2 StreamSriJia LSff fiBSTBT?, ^a$^b<7?A^1t« 

(i. o) — * — > token mm 

+ TOKEN | 

* >-€-<£> £f;Sia (TOKEN keep) — > COPY (no more nt-) 

[0 0 4 7] ^(DfiSL, iHaffl!lT?fc?>^C* h — ★ffiSrKTWto 
ttZfrfrVlc h-?i/^fa^1r&l!$ft{cm®tf:h-? [0 0 4 8] 

^^r^^STBT-IEL^ h-^ V^ffSLTf^D-r^^ * 

(1, 0) * >-£OD*SaiB(NO TOKEN) 

+ DUMMY I 
TOKEN * > TOKEN WM 



-> NO COPY 



[0 0 4 9] £AT\ Md^mc TOKEN <D&mX&. TOKEN 
OftJP^jSfeSr^i-o TOKEN 60WE«^jSfett, Tf-^ 

i"«J:5t- MPEG <D stream ^^ftbTTOKEN Header * 
38^i"5o TOKEN Header j&S JLoj^tUi -^^^(-gc < TOK^ 



— > COPY (no more 3 tf— ) 

^EN^^t-Sd*5^*K^«#fc#*^A^TM»'r 

30 So TOKEN header ^| tUIU SS t^TOKEN$£Sj (Dfc$> (DAND 

[0 0 5 0] 



MPEG-stream 



AND 



===> MPEG-stream tti* 



-> 



TOKEN Header 



TOKBllMMWff'? 

0:®% 

[0 0 5 1] Jfcfc TOKEN (DttMXm*. Tfc^fJ: 5 ♦ 5) KK&ttf «&#JtfcAnTTOKEN&±**?- 6o TOKE 

MPEG (£> stream fflLT, Stream TOKEN S: N header j&ffi[H]&g#:t>* TOKEN W-»[UggXU5 TOKENS 

TOKEN Header ^£tS 0 TOKEN Header /^jLo (Df~fr<D SELector BKliV ^~Ttbt>^g, 5 C 

s&^fi^^l^ifiK TOKEN area(dummy data^AotV^ ♦ [0 0 5 2] 
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MPEG-stream ====**= 



SEL 
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[as] ijjm^^iy^mm^\mi^f-r^ vz^mm. 
30 gam (^tts^Mffiu^v^^^^fcSo 

[me] #ttffim%mmisf^^v?;ummm\zfrt? 
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